
RISK Alert
ACTIONABLE INSIGHTS FOR BOND POLICYHOLDERS.

Credit unions have incurred large losses from counterfeit checks that draw funds from 

members’ home equity lines of credit (HELOCs), including counterfeit HELOC checks 

and counterfeit checks drawn on member checking accounts funded from 

unauthorized advances against member HELOCs. In many cases, fraudsters social 

engineered call center employees to request a canceled HELOC check or to order 

share drafts on member accounts.
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Details
HELOC-related fraud can lead to large losses and are relatively easy to execute by 

using stolen personally identifiable information (PII). Many cases involve fraudsters –

impersonating members – social engineering call center employees into providing a 

copy of a canceled HELOC check. Losses from a single counterfeit HELOC check have 

ranged from $30,000 to $350,000.

Recorded mortgages, including HELOCs, are normally public records which allows 

fraudsters to search for open HELOCs. Once found, the records typically have 

borrower signatures and account numbers which the fraudsters capture for later use in 

committing fraud. For example, a fraudster may send a fax to have HELOC checks 

sent to a new address with the fax containing an image of the actual member’s 

signature. Fraudsters have also counterfeited checks, as well as order checks, against 

member checking accounts that end up being funded by unauthorized advances 

against members’ HELOCs. 

Credit union case study: 

A fraudster social engineered a call center employee into changing a member’s 

address and phone number. The fraudster social engineered the call center again 

two days later to reset the member’s online banking password. This allowed the 

fraudster to login to the member’s account to order share drafts which were 

delivered to the new address. The fraudster forged three share drafts totaling 

$407,000 and funded them through unauthorized advances against the member’s 

HELOC through online banking.

A common occurrence with these losses has members falling victim to phishing scams 

that result in credential-stealing malware downloaded to their mobile device or 

computer system. Fraudsters login to member accounts and change addresses and 

phone numbers, order HELOC checks or share drafts, and take advances from 

HELOCs transferring the funds to checking accounts. 
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Credit unions should consider these mitigation tips

• Allow members to opt-out of receiving blank HELOC checks or avoid sending 

members unsolicited blank HELOC checks.

• Don’t allow members to link overdrafts to HELOC accounts.

• Train staff to be aware of pretext calling attempts to obtain member account 

information, such as requests for canceled checks drawn on member HELOC 

accounts.

• Ensure use of a strong authentication method (e.g., identity verification service) to 

verify the identity of members.

• If using member identification questions, ensure the use of out-of-wallet questions 

that are account-specific and not found on online banking statements, within online 

banking sessions, or the monthly statement mailed to members.

• Information that typically represents good out-of-wallet questions include:

o Year member’s account was opened 

o Branch at which member’s account was opened 

o Color of vehicle securing the member’s loan 

o Last loan paid off, approximate date, and collateral used 

o Name of two non-utility payees if the member uses bill pay 

o Whether the member receives paper or e-statements 

o Payable on death beneficiary 

o List of account(s) on which the member is joint owner 

• Establish formal procedures to perform a review of members’ checks, including 

HELOC checks, presented for payment that exceeds an established monetary 

threshold:

o Verify member signatures against the signature cards or other reliable 

documents (e.g., loan documents). 

o Verify the check characteristics against legitimate checks. 

o Contact the member to verify that they actually issued the check(s). 

o Perform a timely review allowing the credit union to return unauthorized checks 

by the required midnight deadline. 

Access CUNA Mutual Group’s Protection Resource Center at cunamutual.com for 

exclusive risk resources to assist with your loss control. The Protection Resource 

Center requires a User ID and password. Review this resource to learn more:

• Liability for Forged Member Share Drafts Under the UCC

Risk Prevention Resources
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Insurance products offered to credit unions are underwritten by 

CUMIS Insurance Society, Inc., a member of the CUNA Mutual 

Group. This RISK Alert is intended solely for CUNA Mutual Group 

Fidelity Bond policyowners to prevent fraud losses. Any further 

distribution of this information could subject you to liability under 

common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 

experience in the credit union, insurance, and risk management 

marketplace. It is intended to be used only as a guide, not as legal 

advice. Any examples provided have been simplified to give you an 

overview of the importance of selecting appropriate coverage 

limits, insuring-to-value, and implementing loss prevention 

techniques. No coverage is provided by this resource, nor does it 

replace any provisions of any insurance policy or bond. Please 

read the actual policy for specific coverage, terms, conditions, and 

exclusions.

Risk Mitigation Tips
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Access the Protection Resource 

Center for exclusive resources:

• Loss Prevention Library 

for resources & checklists

• Webinars and Education

• RISK Alerts Library

• Report a RISK Alert

The Protection Resource Center requires a User ID and Password.

Facing risk challenges?

Schedule a free personalized discussion 

with a Risk Consultant to learn more 

about managing risk.
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